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he word .NET (pronounced as dotnet)
I stands for a software developing frame-
work that was published by Microsoft in
the year 2002. Its strong resemblance to Java
is due to the fact that Microsoft developed it as
a reaction to the success of SUN's Java-plat-
form. However opposed to general belief, Java
and .NET are by no means the same. Both do
not translate the sourcecode to assembler but
rather to an intermediate language which is JIT-
compiled afterwards. But while Java provides
it's own language to which the entire framework
is bound .NET does not. In principle it does not
matter what language you use to write your code
when working within the .NET-framework. Com-
pilers that translate sourcecode to CIL (common
intermediate language) which is used by .NET
exist for a wide variety of languages. This allows
us to implement various classes of a project us-
ing varying languages.

In the beginning there was only one imple-
mentation of the .NET-framework T the one that
Microsoft implemented itself. However .NET is
by no means bound to the various versions of Mi-
crosoft's operating system called Windows. The
speciycations for the framework are available to
the public and are also implemented by other de-
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(" Microsoft's .NET-framework is available for almost all enduser-
platforms that presently exist. Frameworks like this make it
relatively easy to develop multiplatform malware. This article will
show you the possibilities .NET opens up for a hacker by guiding
you through the development of a proof-of-concept worm.

velopment-teams. Probably the most established
free implementation of .NET is called Mono. Mo-
no is currently being developed by Novell and is
the most complete alternative to Microsoft's own
implementation. According to the developers its
current version 1.2 is completely compatible to
.NET 2.0. We will take a closer look at how ytting
that statement is in the later parts of this article.
Mono supports a wide variation of operating sys-
tems and enjoys great popularity. Furthermore it
is included in many distributions. The supported
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What you will learn...

A Why .NET does not just stand for Windows any-

more,

A In what way malware beneyts from such
a framework,

A How to write a simple work within the .NET-
framework.

What you should know...

A Basic understanding of malware,
A Howtoread C#.
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